3ATBEPJIXEHO
Haxas K11 «KuiBchkuii METpONONiTEH»

SFOFAIRC N LSS

Ilepenik BizomocTeii, Mo CTAHOBIATH CJIYKO0BY iH(pOpManiio

B KII «KuiBcbknii meTponosiren»

1. Okpemi BiIOMOCTi, IO MICTATbCA Y BHYTPIBIIOMYIM CIyxO0Bii
KOPECIIOH/ICHITI], TOMOBIIHMX 3aNMCKaX, PpEKOMEHAIIAX, POTOKOJIAX TOMO, SKIIO
BOHM TIOB's3aHi 3 po3poOkoro Hanpsmy gisipHocti KIT  «Kuipchkuit
METPOIONITEH», IPOLIECOM NPUUHATTS pilleHbh 1 NEpPeaAyiTh MyOIidYHOMY
00roBOPEHHIO Ta/a00 NMPUIHATTIO PillICHb.

2. IIpoekTHO-TeXHIYHA JOKYMEHTAIIIs JiHIi METPOITOIITEHY, KA HE MICTHUTh
BIZIOMOCTEI, IO CTAHOBJIATDH ACPKABHY TAEMHHITIO.

3. Bimomocti 3 mmraHh MOOLTI3aIiiiHOI MIATOTOBKH, KPiM THX, IO
CTAHOBJIATH JIEPKABHY TAEMHUITIO, CTOCOBHO:

3.1. 3aruraHoBaHUX 3ax0/1B 3 MOOLTI3aNiHOI M ATOTOBKY MiAIPHEMCTBA.

3.2. BukoHaHHA 3aKOHIB YKpaiHHW, iHIOMX HOPMAaTHBHO-TIPABOBHX AaKTiB,
3arJIaHOBAHMX 3aXOMiB 3 NUTaHh MOOLTI3aLiHOI I ATOTOBKH Ta MOOLII3aLi (3BITH,
J0MOBIL, IHPOPMAITI], HII AHATITHYIHI MATEPiaIH).

3.3. Mo6ini3aiiifHoi TOTOBHOCTI ITiATIPHEMCTBA.

3.4. Mo06im3aniifHoi mAroTOBKY Ta MOGLII3AIIMHKX IUIAHIB M AIPHEMCTBA.

3.5. MoOunizamifgoi MmAroTOBKA Ta MOOLT3aliiHMX IUIaHIB IHOJXO
3a0e3MeYeHHs XXUTTEALUIPHOCT] HACEICHHS B 0COOIUBUIA MIEPio HiIPHEMCTBOM B
LUIOMY Ta OKPEMHMHU CTPYKTYPHHUMH T APO3ILIaMH.

3.6. BHeceHHs 3MiH /10 OCHOBHMX IIOKa3HHKIB MOOLTI3aliMHHX ILIaHIB
MiAIpUEMCTBA.

3.7. IligroTroBileHMX [UIS BHECEHHS Ha pPO3MIA] BHKOHABYOMY OpTaHy
KwuiBcpkoi Michkoi pamu (KuiBchkoi MICHKOI Jiep)kaBHOI aJMiHICTpaIlii) MATaHb
YTOYHECHHS (CKaCyBaHHA) MOOLUTI3alli{HUX 3aB/1aHb.

3.8. Po3pol0iieHHA [OKYMEHTIB MOAO TMpami Ta KaapiB MoOLT3amiiHux
IUIaHIB HA OCOOIMBHIA MEPio MiIIPUEMCTBA Ta CTPYKTYPHUX ITLAPO3/ILIIB.

3.9. lllomo BilicbKOBO3000B’ SI3aHMX 3a0pOHBOBAHMX 3@ CTPYKTYPHUMH
MiAPO3ALTAMHM MiATPHEMCTBA.

3.10. IliaroToBneHOro, B YCTAHOBJCHOMY HOPA/JKY, TPOCKTY NEPETiKy
nocaj Ta npodecii, 3a sKMMHU OPOHIOIOTHCS BiiCbKOBO3000B’ 13aHi, SKI IIPALIOIOTh
Ha IMIOPUEMCTBI.

3.11. bpoHroBaHHs BiiCEKOB0O3000B’I3aHMX IIAIPHEMCTBA Ta CTPYKTYPHUX
NiIPO3UTIB Ha Nepioy MoGLIi3allli Ta BOEHHOTO 9acy.

3.12. CrickiB ONOBILEHHS MOCANOBUX OCI0 MIAMPHEMCTBA (3 JOMAITHIMH
azpecaMu Ta HoMepaMu TeJieOHIB) N0 CUrHAJIaM OTOBIIICHHS.
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3.13. 3annasoBanux 3axoiiB 3 MoOimi3aniiiHoi MATOTOBKU Ta MoOLmi3aiii
i 3a0e3nedeHHs CTAIoro GyHKIiOHYBaHHA MiANPUEMCTBA.

3.14. Opranizauil ONOBIMIEHHA, VYOPaBIIHHA 1 3B’A3KY, NOPSIKY
TIepeBEACHHS IMANPUEMCTBA Ta CTPYKTYPHHX IJIPO3JLTIB HA PeXUM pPOOOTH B
YMOBax 0COOJIMBOrO NEPIOAy.

3.15. Ilopsinxy miepeBeAcHHS MiJNpUEMCTBA Ha PpoOOTYy B yMOBax
0COOJIMBOTO TEPIOAY.

3.16. Bimomocreii po 6anaHC €1EKTPOCHEPTrii CHCTEM XUMBJICHHS 00’ €KTiB
METPOTIOJITEHY, 3ac00iB yIIPaBIiHHA €HEPTETHKOIO 32 YMOB OCOOJIMBOTO NEPIOAY.

3.17. Binomocreii Tipo ¢aktudHi 00’€MM 3amacis, MiCIsl pO3TallyBaHHA
MI3EMHUX PE3EPBHUX JDKEpeN BON03a0e3MeueHHs MiAMPUEMCTBA, nepeadadeHnx
Ha 0COOIUBMI TIEPIOA.

3.18. Jammx npo KOIOTOPHUC BHUTpAT MIJANMPHEMCTBA Ha MOOLTI3aLiiHY
MTOTOBKY.

4. Bizomocti po oopMICHHS Ta HaJiaHHA JOIYCKY 10 0COOIMBUX poOiIT Ha
00’ exTax MBUIBHOIO 3aXKMCTy CHELIAIbHOTO MPU3HAYEHHS, CYKYITHI JaHl (QI3HYHOL
ocobu, K1 HaJaHO JOIMYCK JI0 BUKOHAHHA OCOOJMBHX poOIT (Ipi3BHIIIE, IM’S, IO
6aThKOBI, JaTa Ta MiCLie HAPODKEHHS, MICIIE TPOXKUBAHHS, 110Ca1a, HAHMEHYBAHHS
oprasy, MiIpo3hily, HOMEp Ta Jara Haka3ly Mpo HaJaHHSA JOIYCKY, 3allOBHEHA
o0ikoBa kapTka ¢i3uaHoi 0co0H, fKiif HaxaHO JAOIMYCK A0 BUKOHAHHSI OCOOMBUX
poOiT).

5. BitoMoCTi po OCHOBHI IOKA3HUKHU CTaHy UUBLILHOIO 3aXUCTY:

5.1. Tlpo 3axomd UMBUIBHOTO 3aXHCTY Ha OCOONMBHMHA  MEpiox
KIT «KuiBCbKHiT METPOTIONITEHY.

5.2. TIpo iH)KEHEPHO-TEXHIYH1 3aXOJ¥ IUBLIHHOIO 3aXHCTY B OCOOIMBUIA
NEP10J, 10 IUIAHYIOTHCS (peaii3oBaHl) B OyAIBEJIBHHX IUIaHaX.

5.3. 1o micTaThCA y HOPMAarTHBHHMX AOKYMEHTaX 3 NPOCKTYBAHHA Ta
OymiBHUIITBA 00’ €KTIB LIMBLILHOTO 3aXKCTY.

5.4. IIpo 1HMKCHEPHO-TEXHIYHI 3aXOAM LMBLIBHOTO 3aXMCTy IIig dYac
NPOCKTYBAHHA HOBUX, PEKOHCTPYKLII iCHYrouMX mimzeMHux jdiHii KI1 «KuiBchkmii
METPOTIOJNIITEHY.

5.5. Ulomo oOxpeMux XapakTE€pHUCTUK 3aXWCHUX CIOPYX MOABIHHOrO
npu3HadeHHs Ha nmseMHuX 00’ ekrax KI1 « KniBchkuii METPOTIONITEH.

6. OxpeMi BIIOMOCTI, SIKi PO3KpHUBAIOTh (PIHAHCOBI NMOKa3HUKK (iHAHCOBO-
FOCHOAAPChKOl  AUUIBHOCTI, ONPWIIOJHEHHA SAKHX HpAMO HEe rnepenbaveHo
3aKOHO/IABCTBOM.

7. Indopmaris npo nepioOOUMYHICTh IHKACyBaHHA Ta dYac mNpUOyTTA
IHKAacaTopiB B Kacy CTAHIII.

8. Ciyx60Ba iH(popMarlig npo nodyaAoBy, PyHKIIOHYBaHHA Ta 0COOIMBOCTI
BIACHUX KaHATIB 3B’A3Ky, IpPO MOOYAOBY Ta NPHUHIMIM pPOOOTH €IEMEHTIB
iHpopMaliiHO-KOMYHIKAIHHHX CUCTEM, NMPU3HAYECHHUX 11 0OMiHY iHopMalieo
BIIKDUTUMH KaHAJIaMHM 3B’S3Ky, PO3rOJIONICEHHS HYOr0 MOXE IPU3BECTH [0
TIOTipIICHHS iH(opMaliitHOT 6e3TeKu.
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9. Texnonoriuna iH@popmanis gomMeHHOI CTpyKTypu (Active Directory):
00J1iKOBi 3aniCH (JIOTiHU Ta [IapoJii) 3 aAMiHICTPAaTHUBHUM (IIOBHHUM) JOCTYIIOM
10 CTPYKTYPH JOMEHY.

10. Texuonoriuna iHpopMamia MmMOAO KOHQIrypamii akTHBHOIO
MepexeBoro o0naaHaHug - Qaiuin koHirypauii Ta 00aiKoBi 3anucH (JIOTiH Ta
11apoJib) 3 IPABOM MOBHOT'O JOCTYITY.

11. CTpykTypHi CX€MH JIOKAIbHOI MEPEXKI 13 3a3HAYCHHAM TAKUX AAHUX:
IP-agpecu, Homepu Ta/abo Ha3Bu BipryanbHHx Mepex (VLAN), moxenmi
aKTUBHOTO MEPEXKEBOr0 O0O0NagHAHHA, HOMEPHW MHOPTIB HIJKIIOYCHHSA, Ta
3B H3KWA MK TIPUCTPOSMHU.

12. BigoMocTi 1OAQ NEPENiKy, XapaKTePUCTUKH Ta CTaHy oOIagHaHHA
Ccrieo00'eKTiB METPOIIOJIITEHY.

13. BigomocTi, 0 pPO3KPHBAIOTH 3MICT JOrOBOpPIB HA BHKOHAHHA pPOOIT 1
IOCTYT 3 PEMOHTY 00JIaAHAHHA CIIEL00'€KTIB METPOTIONITEHY.

14. BuxoHaBui KpeClieHHS IITYYHHX CHOOPYA  METPOIOJITEHY,
B T.4. CyMillIEHi 3 MOBEPXHEKO 3EMII.

15. CxeMu Tpac po3MilIEHHS WITYYHNX CHOPY/ METPOIOJITEHY.

16. BigomocTi rpo raubuHy 3aK1aJaHHd ITYYHMX CIIOPYA.

17. Oxpemi BiIOMOCTI, IO MICTATh TEXHIYHI MACTIOPTH CTAHIIIM, IEPETOHIB,
BEPXHBO1 OYZ0BU KO

18. OxpeMi BiJOMOCTI PO OpraHi3alliifHO-IPaBOBi, PEKUMHI Ta MPAKTHYHI
3aXOQ¥ IpH BHHUKHEHHI 3arpo3 TEPOPUCTMUYHOTO XapakTepy i IUTaHb Oe3MeKHu
MePEBE3CHHS MACAKUPIB.

19. OxpeMmi BiTOMOCTI IIOAO0 KiTBKOCTI OCI0, SIKi MPAIOI0Th B MIAPO3ALIAX
T AMPHEMCTBA.

20. BigomocTti 0c060BOi cHpaBH MNpaliBHHKA IIIIPUEMCTBA B YaCTHHI
NIEPCOHABHMX JTaHUX.

HauanpHuk

OprauizaniiHHo-po3Hopsa40ro yrpaBIiHHS T.M.Srosenko



